MHO®OPMALMUOHHAA MNMAMATKA ONA OBYYHAIOLWUXCA ONA
PASMELLEHUA HA OPULMNAIBbHbLIX UHTEPHET-PECYPCAX

MpunoxeHue N 2

UHdbopmMaumoHHas namATka AnA oOyyYawWMXCA ANA pa3MeleHMa Ha odmumanbHbIX
UHTe pHe T-pecypcax

C kaxgbiM rogom Morogexu B MHTEPHETEe CTaHOBUTbLCA Oonblue, a LKOMbHUKA OOHWU U3 CaMbIX
aKTUBHbIX MONb30oBaTenen PyHeTa. Me>|<,1:|,y TeéM, MNOMMNUMO OrPpOMHOI0 Konn4yecTtBa BO3MOXHOCTER,
MHTEPHET HeCeT U I'IpOGJ'IeMbI. OTa namsiTka gormkHa noMoyb Tebe 6e3onacHoO HaxoaNTbLCHA B CETU.

KomMmnbloTe pHble BUpYChI

KoMNblOTEPHBIN BAPYC — 3TO PasHOBUAHOCTb KOMMbIOTEPHBIX MPOrpaMmM, OTNYUTENbHON
0COBGEHHOCTLI0 KOTOPOW ABMNAETCA CMOCOBHOCTb K Pa3MHOXEHUIO. B JONOMHEHNE K 3TOMY, BUPYChI
MOryT TMOBPEAUTb WM MONHOCTbID YHUYTOXUTb BCe paiibl U AaHHble, NOAKOHTPOSbHbIE
nonb3oBaTento, 0T MMEHM KOTOPOro ObiNa 3anylleHa 3apaxeHHasi NporpaMmma, a Takke NnoBpeauTb
UNuM gaxe YHUYTOXWUTL OMepaLMoOHHYH CUCTEMY CO BceMu dpainamu B Lenom. B GonblumMHcTBe
CryYaeB pacrnpoCTpaHSTCS BUPYCbl Yepes MHTEpHET.

Memodb! 3awjumsi om epPeGOHOCHbIX MPOo2pPaMMm;

e Vcnonb3yn coBpeMeHHbIe OnepaLuoHHbIE CUCTEMbI, UMEIOLLME CEPbE3HbIV YPOBEHb 3aLLMTbI
OT BPEOOHOCHbIX Nporpamm;

e [locTOAHHO yCTaHaBnMBawm naTum (LMdpoBbIe 3annaTkm, KOTOPblE aBTOMATUYECKM
yCTaHaBMMBAKTCA C L enbio 4OpaboTKu NporpamMmbl) U apyrne o6HOBMEHUS CBOE
onepawnoHHon cnuctemMbl. CkaumBaim ux TONbKO ¢ opuLnanbHoro canta paspabotumka OC.
Ecnn CylleCTByeT peXxnmMm aBToMaTn4eCcKoro OGHOBJ'IGHVIH, BKINKO4U €50,

e PaboTali Ha cBoeM KOMMNbOTEPE NOA NpaBamMu Nonb3oBaTeNs, a He agMUHUCTpaTopa. ATo
He No3BOJINT 6OJ'IbLIJI/IHCTBy BPpeOOHOCHbIX MporpaMm MHCTaNMIMPOBATbCA Ha TBOEM
nepcoHanbHOM KOMMbIOTEPE;

e lcnonb3yn aHTUBMpPYCHbIE MPOrpamMMHble NPOAYKTbl U3BECTHbLIX MPOU3BOAUTENEN, C
aBTomMaTuyeckMMm obHoBneHneMm 6as;

e OrpaHuyb r3nMYecKkMin 4OCTYN K KOMMbOTEPY ANst MTOCTOPOHHUX NNLL;

e lcnonb3yn BHelHWE HOCUMTENU MHopMaL nK, Takme Kak rieLluka, Anck unu ann n3
WHTEPHEeTAa, TOMbKO U3 MPOBEPEHHbIX UCTOYHUKOB;

e He oTkpbIBan KOMNbOTEPHbIE dalisbl, NOSTyYEHHbIE N3 HEHAaAEXHbIX NCTOYHMKOB. [axe Te
(bavinel, KOTOpbIE NpUCNan TBOM 3HAaKOMBbIN. JTydlle yTOYHM y HEro, oTNpaens M oH Tebe
nX.

Cet WI-FI

Wi-Fi — aT0 He B1g nepenayv gaHHbIX, HE TEXHONOMNS, a BCero Nuwib dpeHa, mapka. Ewe B 1991
rooy HuaepnaHgckass komnaHus 3apeructpupoBana  6peng  «WECA», 4to o06o3Havano
cnoBocoyeTaHue «Wireless Fidelity», koTopbli nepeBoauTcs kak «6ecnpoBogHas TOYHOCTbY.

[o Hawero BpeMeHu gowna gpyrasa abbpesnaTypa, KoTopas ABNSeTCs Takomn e TeXHoormemn. 1o
abbpesunatypa «Wi-Fi». Takoe HasBaHne ObiI0 JaHO C HAMEKOM Ha CTaHOapT BbICLUMIA 3BYKOBOW
TexHukn Hi-Fi, 4To B nepeBoae 03HavyaeT «BbICOKasi TOYHOCTb».

[a, 6GecnnaTHbIn WHTEPHET-A4OCTYNn B kade, OTensx W aspornopTax HABMASETCs OTMMYHON
BO3MOHOCTb 0 BbIXOAa B MHTEPHET. Ho MHOrMe akcnepThbl cunTatoT, YTo obenoctynHblie Wi-Fi cetu
He aBnarTCca 0e3onacHbIMU.

Cosemni no 6e3onacHocmu pabome 8 obwedocmynHbix cemsix Wi-fi:

e He nepepaBali CBO NMYHYO MHAOpMaLLMIO Yepes oblienocTynHble Wi-FiceTw.



° PaboTas B HUX, XKXenaTenbHO He BBOAUTb Naposin AoCTyna, NOrmMHbl U Kakne-1o HoOMepa;

e lcnonb3yn n 06HOBNS aHTUBUPYCHbIE NporpaMmmbl 1 6paHamayep. Tem cambiM Thbl
obesonacuLlb cebs OT 3aKaykn BMpyca Ha TBOe YCTPOMNCTBO;

e [lpn ncnonb3osaHum Wi-Fi oTknoun oyHku Mo « O6Lwmii 4OCTyn K dpannam u npuHTepamy.
HaHHas dyHKLU WS 3aKpbiTa MO yMOMYaHMio, O4HaKO HEKOTOpPbIE NOMb30BaTeNy akTUBUPYIOT
eé ona ygobcTea Mcnonb3oBaHms B paboTe unu yyebe;

e He ncnonb3yn nybnuunbii WI-FI ang nepegayun nuyHbIX JaHHbIX, HANpUMeEp Ans Bbixoda B
coumanbHble CETU UMW B 3MNEKTPOHHYHIO MOYTY;

e lcnonb3yi TONbKO 3almLeHHoe coeamHeHne Yyepe3 HTTPS, a He HT TP, T.e. npu Habope
Beb-agpeca BBOAN UMeHHO «https://»;

e B mMoOunbHOM TenedoHe oTko4n dyHkLnio «lMogkntoveHune Kk Wi-Fi aBTomatnyeckn». He
Aornyckam aBToMaTU4eCcKoro NoakntoYeHns yctponcTea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

COLI,VIaJ'IbeIe CEeTU akKTUBHO BXOOAT B HALLy XWU3Hb, MHOITMe noau pa60Tar0T N XKUBYT TaM NOCTOAHHO,
a B Facebook yxe 3sapernctpmpoBaH Munnuapg YenoBek, YTO ABMASEeTCS O4HOW CcedbMOM BCEX
Xutenewn nnaHeTbl. MHOrMe nonb3oBaTenn He MOHNUMAKT, 4YTO I/IHCbOpMaLLVIﬂ, pasmelleHHada v B
coLManbHbIXCETAX, MOXET ObITb HANAEHa M NCNONb30BaHa KEM YrogHO, B TOM YiCIie He 00si3aTeNbHO
¢ brnarmmm HamepeHUs M.

OcHoeHble coeemsi o beszonacHocmu 8 couyualsibHbIX cemsXx.

1. OrpaHunyb cnucok apy3en. Y Tebs B apy3bsax He OOMKHO ObITb CryYarHbIX U HE3HAa KOMbIX
noaen;

2. 3awmuiar CBO YaCTHYH XM3Hb. He ykasbiBav naponu, TenedoHsbl, agpeca, gaTy TBOEro
POXOEHMWS N OPYTYIO NNYHY0 MHAOPMAaLLMIO. 3M0YMbILUNIEHHUKN MOTYT MCNOMb30BaTh Aaxe
NHOPMAaLLMIO O TOM, KaK Tbl U TBOW pOANTENM NNaHMpyeTe NPOBECTU KAHMKYbI;

3. 3awmian ceoto penyTaunio — OepXU ee B YACTOTe 1 3agaBan cebe Bonpoc: xoTen 6bl Thl,
4YTOObI ApYrMe Nonb30BaTeNM BUAENM, YTO Thl 3arpyxaellb? MNogyman, npexae Yem 4YTo-To
onybnukoBaTbk, HanUcaTb 1 3arpy3nThb;

4. Ecnu Tbl roBOpULLb C NOAbMU, KOTOPbIX HE 3HaELb, HE UCMOMb3YI CBOE pearbHOE UMS U
OPYryo NIMYHYI0 MHpopMaLUK: MS, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. WN3beran pasmelleHus doTorpadcuii B IHTepHeTe, rae Tbl M306paxkeH Ha MECTHOCTU, MO
KOTOPOM MOXHO ONpeaennTb TBOE MECTOMOMNOXEHNE;

6. [lpwn perncTpaumm B coynanbHOM ceTn Heob6Xo0ANMMO NCNOSb30BaTb CIOXHbIE MAapPo,
cocTosLme n3 6ykB 1 LGP U C KONMMYECTBOM 3HAKOB HE MeHee 8;

7. [Onsi coumnanbHOWM CETU, NOYTbI M APYrMX CalTOB HEOOBXOAMMO UCMONb30BaTb pasHble Naposiu.
Torga ecnu Tebs B3NOMatoT, TO 3M10YMbILLNIEHHUKM NONyYaT AOCTYN TOMNbKO K OQHOMY MECTY,
a He BO Bce cpaay.

OnNeKTPOHHbIe AeHbIU

3]'IeKTp0HHbIe OEHbINM — 3TO OYeHb y,D,O6HbIIZ crnocob nnatexen, ogHaKo CyLeCcTBYOT MOLUEHHUKWN,
KOTOpPbIE XOTAT NONTY4YNTb 3TN OEHbIN.

OnNeKTpOHHbIEe AeHbIMN MOSIBUNMCb COBCEM HEeAaBHO U MMEHHO M3-3a 3TOr0 BO MHOMMX rocydapcTBax
[0 CUX MOp He MPOMNMUCaHO NPO HNUX B 3aKOHAX.

B Poccun ke oHu (byHKLI.VIOHVIpyI'OT MO HUX YXXe NMponncaHo B 3aKoHe, rae nx pasgenaT Ha HECKOJTbKO
BNOOB — aHOHWMHbIE U HE aHOHMMHbIe. PasHuua B TOM, YTO aHOHMMHble — 3TO Te, B KOTOpPbIX
pa3pellaeTca npoBoAuUTb onepaunn be3 VI,CI,eHTVI(bVIKaLWIVI nosjib3oBaTtesid, a B HEaHOHUMHbIX
I/I,El,eHTI/I(bI/IKaU,I/II/I nonb3oBaTens siBnseTca 06a3aTensHON.

Takke cnepyeT pasnuyaTth 3MeKTPOHHbIe nmaTHble AeHbMM (PaBHbl FOCYAapCTBEHHbIM BantoTam) u
3NEeKTPOHHbIEe HedmaTHbIE AEHLIM (HE PaBHbI FOCYAAPCTBEHHbBIM BantoTam).

OcHogHble coeembi o 6e3onacHol pa6ome C 3JTeKMPOHHbIMU OeHb2aMu:



1. TlMpuBsxuK K cHETY MOOUMbHbLIA TenedgoH. ATO cambln YAOOHbIM 1 BbICTPbIN CNOCO0
BOCCTAHOBUTb AOCTYN K cHeTY. [NpnBa3aHHbI TenedoH NOMOXET, ecnin 3abyaellb CBOM
nraTexHbl Naponb N 3angellb Ha CanT C HE3HAKOMOTO YCTPOMCTBA;

2. Wcnonb3yi ogHopasoBble naponu. [Nocne nepexoaa Ha yCUneHHyo aBTopm3saLuio Tebe yxe
He BygeT yrpoxaTb OMaCcHOCTb KpaXu UM nepexeaTa NraTexHoro napons;

3. Bbibepu cnoxHbin napone. lNpectynHmnkam OygeT He NPOCTO yragaTbh CMOXHbIN Naposib.
HagexHble naponu — 310 Naponu, KOTopble cogepxaTt He MeHee 8 3HaKOB 1 BKIOYaloT B
cebs CTpoYHbIEe 1 MPONUCHbIE BYKBbI, LUMPbI U HECKOMBKO CMMBOJIOB, TaKMe Kak 3HaK
pgonnapa, dyHTa, BOoCKNuULaTenbHbIN 3Hak 1 T.n. Hanpumep, $tRONg!;; 4. He BBOAM CBOM
NMYHbIE JaHHbIE Ha calTax, KOTOPbIM He JoBepSeLLlb.

AneKTpOHHasA noyTa

OneKTpOoHHas MoYTa — 3TO TEXHOJOMUS M NPeaoCTaBNsAeMble €10 YCITyT NO MEPECHISIKE U MOMYYEHMO
3NEeKTPOHHbIX COOOLLEHWIA, KOTOPbIE pacnpenensoTcs B KOMMNbOTEpHON ceTU. OBbIYHO 3NEKTPOHHbIN
NMOYTOBLIN LMK BbIMMSAMT criegyrowpmm obpas3om; MMS_Nornb3oBaTens@ums_aomeHa. Takke Kpome
nepenaym NpoCToro TeKCTa, MMeeTCsi BO3MOXHOCTL NepeaaBaTh dhansbl.

OcHoeHble coeembi o 6e3onacHol pabome ¢ 3/71eKMPOHHOU Mo4Ymou:

e Hapgo BbIbpaTh NpaBUITbHbLIM MOYTOBLIN CEPBUC. B MHTEPHETE eCTb OrPOMHBIN BbIGOP
GecnnaTHbIX MOYTOBbLIX CEPBUCOB, OOHAKO NyYlle JOBEPSITb TEM, KO0 3Haellb U KTO NepBbIi
B PEVNTUHTE;

e He ykasbiBan B NMYHOM MOYTE NINYHYIO MHOpMaLuio. Hanpumep, nyyie BoibpaTtb
«My3blKanbHbIN_daHaT@» nnm «pok2013» BMecTo «Temal3»;

e lcrnonb3yn AByxaTamnHyt aBTOpM3aL Mo, OTO Korga noMMMO Naporis HY>XHO BBOAMTb Kof,
npucbinaembi no SMS;

e BbiGepu cnoxHbin naponb. s KaXXgoro NoYTOBOro ALMKa A0MKEH ObITb CBOM HAOEXHbIN,
YCTOMYMBBIN K B3fIOMY Naporib;

e Ecnun ecTb BO3MOXHOCTb HanmcaTb CaMOMy CBOW JINYHbIA BONPOC, UCMOSb3YN 3Ty
BO3MOXHOCTb;

e lcnonb3yn HECKOMNBbKO NOYTOBLIX ALLMKOB. [lepBbli AN YaCcTHOW NepEennckX ¢ agpecaTamu,
KOTOPbIM Tbl JOBEPAELLb. OTO 3MNEKTPOHHbIN aApec He HAZ0 NCNOMb30BaThb NPY perncTpawmm
Ha opymax n cantax;

e He oTkpbiBan darinbl 1 gpyrme BrnoXKeHUs B MMCbMax AaXe €Cin OHM NPULLNN OT TBOMX
apy3en. Jlydwe yTouHN Yy HUX, OTNpaBnsnn nm oHn Tebe aTn dannbl;

e [locne okoH4YaHMsi paboTbl HA MOYTOBOM CEpBUCE Nepen 3akpbITUEM BKITALKN C CANTOM He
3a0yab HaxaTb Ha «BbINTnY.

Kube poynnuHr nnu BuptyanbHoe usgeBaTe fibCTBO

KnbepbynnuHr — npecrnefoBaHve COOBLUEHNAMM, coaepXalmmmn ocKopbneHusi, arpeccuio,
3anyrmBaHue; XyrnuraHcTBO; couuManbHoe GOMKOTUPOBAHME C MOMOLLLK Pa3sfUYHbIX WMHTEPHET-
CEepBM1COB.

OcHoeHblIe cogembi Mo 6opbbe ¢ KubepbysIIUH20M:

1. He 6pocaics B 601. Jlydwmnn cnocob: nocoBeToBaTbCA kak cebs BECTU U, eCnn HET TOro, K
KOMY MOXHO 06paTuUTbCSsl, TO BHaYarne ycnokontbcs. Ecnv Tbl HaYHeLLb OTBeYaTb
0OCKOpOBeHNAMM Ha 0CKOpPBNEeHNs, TO TOMbKO eLle 6onbLUe pa3oicKeLlb KOHMWKT;
Ynpaensu ceoen knbeppenytauuen;

AHOHUMHOCTb B ceTu MHMMasi. CyLLeCcTBYOT CNOCO0bI BbISCHUT b, KTO CTOUT 32 @HOHUMHbIM
aKKayHTOM;

4. He cTOMT BECTU XynuUraHckun obpas BUpTyanbHOM xu3Hu. IHTepHeT hukcnpyeT Bce TBOU
OENCTBUSA 1 COXpaHsaeT ux. YaanuTb nx byaeT kpanHe 3aTpyaHUTENbHO;

Cobnitogai cBol BAPTYarnbHYK YeCTb CMOoAY;

WrHopupyi eanHnYHbIN HeraTue. OQHOpa3oBble OCKOPOUTENBbHbBIE COOBLLEHUS MyYLLEe
urHopmpoBaTtb. OObIYHO arpeccusi NpekpaLlaeTcsa Ha HavanbHOW CTaany;
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7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOBLLEHNAMM, B COLMarnbHbIX CETAX
€CTb BO3MOXHOCTb BIOKMPOBKM OTNPaBKM COOBLLEHWUI C onpeaeneHHbIX aapecos;

8. Ecnu Tl cBUgeTens knbepbynnuHra. TBOM AeNCTBMSA: BEICTYNUTb NPOTUB NpecrneaoBaTens,
nokasaTb eMy, YTO ero eNCTBUS OL,eHMBAOTCS HEraTUBHO, NogaepaThb XepTBy, KOTOPOWH
Hy>Ha NCUX0Nornyeckas mMoMoLLb, COOOLLMTL B3POCHbIM O dhakTe arpecCMBHOIO NOBEAEHUS
B CETHU.

MoO6GunbHbIN Te necoH

CoBpemeHHble cMapTdOHbI M MaHLWETbI coaepaT B cebe BnonHe B3POCHbIA (OyHKLMOHAN, U TENEPb
OHM MOTYT KOHKYpMpOBaTb CO CTauMOHapHbIMU kKoMMbloTepamu. OOgHAKo, CPeAcTB 3awmThbl Ans
NoaOOHbIX YCTPOMCTB MOKa 0O4YeHb Mario. TeCTMPOBaHME N MOUCK YSI3BUMOCTEN B HUX NP OUCXOAUT He
TaKk UHTEHCUBHO, kak ans MK, To ke camoe kacaeTcst U MOBUIbHbIX MPUNOXEHWIA.

COBpeMeHHbIe MOOUNbHLIE 6pay3epb| YXe TMpakTu4eCckn OorHanm HacToJibHbl€ aHarorn, ogHako
pacwmpeHune (byHKLI,VIOHaJ'Ia Brne4eT 3a cobomn 60ﬂbLIJyIO CITOXXHOCTb U MEHb LY 3allNLLEHHOCTb.

[aneko He Bce MPOM3BOAMTENM BbINYCKAOT OOHOBMNEHNS, 3aKpbIBAKOLLME KPUTUYECKUE YSA3BUMOCTU
O51s1 CBOUX YCTPOWNCTB.

OcHoeHble cosembi Onsi 6ezonacHocmu MobusibHO20 mened)OHa:

e Huyero He aBnAeTcA no-HacTosLemy 6ecnnaTHbIM. Byab OCTOpOXeH, Beab Koraa Tebe
npeanaraT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT ObITb CKPbITbI KaKMe-TO MraTHbIe YCINYTU;

e [yman, npexage yem otnpasntb SMS, boTO nnm Buaeo. Tbl TOYHO 3HaELb, FAe OHU ByayT B
KOHEeYHOM utore?

e Heobxoanmo oBHOBMATHL ONEpaLMOHHY CUCTEMY TBOEro CMapTdoHa;

e lcnonb3yn aHTUBMPYCHbIE MPOorpamMMbl 45151 MOOUNbHbBIX TENEdOHOB;

e He 3arpyxxal NpunoxxeHns ot HEM3BECTHOIO UCTOYHMKA, BEOb OHW MOTYT CofepXaTb
BPEAOHOCHOE NporpaMmHoOe obecneyeHue;

e [locne TOro Kak Thl BbINAELLb C calTa, rae BBOAMIM NNUYHYO MH(opMauuio, 3anamv B
HacTponkn 6paysepa u yganu cookies;

o [lepvogunyeckn NpoBeps Kakne NnaTHbIe YCNyrn akTMBUPOBaHbI HA TBOEM HOMEpPE;

e [laBan cBov HOMep MOBUIBHOro TenedoHa TOMbKO NMHOAAM, KOTOPbIX Thl 3HAELb U KOMY
OOBeEpSiELUb;

e Bluetooth gomkeH ObITb BbIKIIOYEH, KOraa Thl UM HE MOMb3yellbes. He 3abbiBant nHoraa
NpoBEpPSATHL 3TO.

Online urpsbl

CoBpeMeHHble OHNaH-Urpbl — 3TO Kpaco4Hble, 3axBaTbiBalolLMe pasBrieveHns, obbeanHaoLe
COTHW TbICSY YeNOBEK MO BceMy MUpy. rpoku nccneayoT gaHHbIA MM MUP, O6LLaoTCS ApYr C APYroM,
BbINOJHAIT 3a4aHUs!, CpaXaloTCs C MOHCTPaMM M MosyYatoT onbIT. 3a YA0BOMLCTBME OHM MNaTST:
MoKynarT AMCK, OnnaynBaoT aboHEMEHT U NpuobpeTaoT Kakne -To ONuun.

Bce aTu cpeacteBa uayT Ha noadepxaHue U pasBuTUE UMpbl, a Takke Ha camy 6e30macHOCTb:
COBEPLLEHCTBYIOTCS CUCTEMbI aBTOPM3aLI UK, BbiMyCKalOTCsl HOBblE NaTuun (LMdpoBble 3annaTkv ans
nporpamm), 3aKpbiBatoTCA YSA3BUMOCTU CEPBEPOB.

B nogo6HbIX Urpax CToUT onacaTbCs He CTONbKO CBOMX COMEPHUKOB, CKOMNbKO KpaXky TBOEro napons,
Ha KOTOPOM OCHOBaHa CMCTema aBTopu3aL v GoNbLIMHCTBA UTp.

OcHoeHble coeembi Mo 6e3zonacHocmu meoe20 uecpoeoco akKkKkayHma:

1. Ecnu gpyron nrpok Beaet cebs nnoxo unu cosgaet tebe HenpuATHOCTK, 3abMNoKMpyn ero B
CMNCKe UrpOKOB;

2. Toxanyncs agMMHUCTpaTopaMm Urpbl Ha Nyioxoe NoBefeHMe 3TOro Urpoka, xenaTenbHO
NPUMOXWTb KakMe-To AoKasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBa nn4Hyto nHdopmMaumio B npodanne nrphbl;

4. YBaxaln opyrmx y4acTHUKOB MO uUrpe;

5. He yctaHaBnuBan HeoduynanbHble natyum n Moapl;



6. Wcnonb3yn cnoxHble U pasHble naponu;
7. [Oaxe BO BpeMs Urpbl He CTOUT OTKIOYaTb aHTUBMPYC. [oka Thl UrpaeLlb, TBOW KOMMbIOTEP
MOTYT 3apasnTb.

PULLKNHT nnum KpaXxa JINYHbIX AaHHbIX

OObI4YHON KpaXkeln AeHEr N JOKYMEHTOB CEFOAHS Y>KE HUKOrO He yauBULLb, HO C pasBUTUEM MHTEPHET -
TEXHOMOMMIM  3MOYMbILUNEHHUKN MNEPEMECTUNNCL B WHTEPHET, W NPOAOIKAKT 3aHMMAaTbCs
«OOUMBIM» JEemnoM.

Tak nosiBMnacb HoBasi yrpo3a: MHTEPHET-MOLUEHHNYECTBA UIN (PULLIMHT, rNaBHas Liefb KOTOPOro
COCTOUT B MOMyYeHUN KOHMAEHUNaNbHbIX AaHHbIX NOfb30oBaTenen — fOorMHOB M naponen. Ha
aHrnmnckom 4asbike phishing uMtaetca kak dumwnnr (ot fishing — pbibHasa noenga, password —
naponb).

OcHoeHble coeembi o 6opbbe ¢ ¢huwuHa20M:

1. Cnepau 3a cBOMM akkayHTOM. Ecnin Tel nogo3peBaellb, YTO TBOS aHKeTa Obina B3fiomaHa, To
HeobxoaMMo 3abrokMpoBaTh €€ U COObLMTL aAMUHUCTpaTopam pecypca 06 3ToM Kak
MOXHO CKOpee;

2. Wcnonb3yn 6e3onacHble Be6-canTbl, B TOM YNCHE, UHTEPHET-MarasnHoB 1 MOMCKOBbIX
cuUcTewm;

3. Wcnonb3ayn cnoxHble 1 pasHble naponu. Taknum obpasom, ecnv Tebsi B3nomatroT, TO
3MOYMBbILLFIEHHMKM NoyYaT AOCTYMN TONbKO K OAHOMY TBOEMY NpOodunsio B CETU, @ HE KO
BCEM;

4. Ecnu Tebs B3nomanu, To He0OxoauMO nNpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOPbIe
pobasneHbl y Tebs B Apy3bsAX, O TOM, YTO Tebs B3nomanu 1, BO3MOXHO, OT TBOEIrOo UMEHU
OyOeT pacchbinaTbCs cnam U CCbINKM Ha OULLIMHTOBLIE CalThl;

5. YctaHoBu HagexHbin naporb (PIN) Ha MOGUNbHLIV TenedoH;

6. OTknouM coxpaHeHne napons B bpay3epe;

7. He oTkpbiBa darnbl 1 gpyrue BROXEHUS B MUCbMaXx Aaxe eCrivi OHU NPULLAN OT TBOUX
apy3en. Jlydwe yTouHN Y HUX, OTNPaBnsnn nu oHn Tebe aTn dpannbl.

LudpoBas penyrauus

LindppoBasa penytaumsas — 3STO HeraTuBHas unM nNo3UTUBHAs WHdopmauua B ceTu o Tebe.
KomnpomeTtupylowas nHgopmMalms, pasmelleHHas B UHTEpPHeTe MOXET Cepbes3HbiM 0b6pasom
OTpasnTbCs Ha TBOEW pearnbHOW Xu3Hu. «Undposasa penytaums» — 3TO TBON UMUOXK, KOTOPbIN
dopmMmupyeTcs ns nHopmauum o Tebe B MIHTEPHETE.

TBOE MEeCTO »XUTenbCTBa, y4ebbl, TBOE (IMHAHCOBOE MNOMOXeHMEe, OCOBEHHOCTU XapakTtepa WU
pacckasbl 0 OrM3KNMX — BCe 3TO HaKannmMBaeTCs B CETU.

MHorme nogpoCTKM NErkOMbICNIEHHO OTHOCSTCS K NyOnmMkaumm nuyHomn nHdopmauum B IHTEpHETe, He
NOHMMas BO3MOXHbIX MOCMeACTBUA. Thl JaXe He CMOXelUb AoragatbCsi O TOM, YTo dhoTorpadcms,
pasmelleHHas 5 neT Hasapg, crtana npuYMHOM oTkasa NpUHATbL TebA Ha paboTy.

KommeHTapuu, pasmelleHme TBouxgoTorpaduin u gpyrme 0encTems MOTyT HE UCHE3HYTb Aaxe nocre
TOro, Kak Tbl MX yganub. Tbl He 3Haellb, KTO COXpaHwWn 3Ty MHdopmauuio, nonana nM oHa B
MOWCKOBbIE CUCTEMBI M COXPaHUIACh N OHa, a rMaBHOe: YTO NoAayMatoT o Tebe okpyxatoLlee noau,
KOTOpble HanayT 1 yBUOAT 3T0. HanTtm nHdopmayno MHOro et CnycTs CMOXeT Nobo — Kak u3s
[06pbIX NOBYXOEHWI, TAK U C HAMEPEHMEM MPUYNHUTL Bpen. OTO MOXET ObITb KTO YrOAHO.

OcHoeHble cogembl M0 3awjume yughposol perymauyuu:

1. TlMogymain, npexae 4em 4YTO-TO NyOnmKoBaTb M NepedaBaTb y cebs B 6riore unu B
couyunanbHoOW ceTu;

2. B HacTporikax npocuns ycTaHoBW OrpaHnYeHnsi Ha MPOCMOTP TBOEro Npodmng u ero
COAepPXKMMOro, caernan ero TonbKo «aMs Opy3en»;

3. He pasmeuwain n He ykasbiBan MHGOpMaL ko, KOTopas MOXET KOro-nmbo ockopbnatsb nnm
obmxaTtb.



ABTOpCKOE npaBo

CoBpeMEHHbIE LLKONbHMKM — aKTUBHbIE MONb30BaTenun LndgpoBoro npoctpaHcTea. OgHako Aaneko
He BCe 3HaloT, YTO NOJb30BaHNE MHOTMMU BO3MOXHOCTAMM LiMdPOBOro Mupa TpebyeT cobnoaeHns
npaB Ha UHTENNeKTyanbHy CO6CTBEHHOCTb.

TepMI/IH «KUHTEenNeKTyanbHas COBCTBEHHOCTbY» OTHOCUTCS K pasnnMyHbiM TBOpPEHUAM YeroBe4deCkoro
yMma, HaudnHaa C HOBbIX I/I306peTeHVIIZ N 3HaKoB, 0603Ha4arOLWMX COOCTBEHHOCTb Ha npoAyKTbl K
ycnyru, n 3aKaH4nBad KHUramu, C*)OTOFpaCbI/IFIMI/I, KVIHOCbI/IJ'IbMaMI/I n MY3blKalib HbIMA
npoun3eegeHNAMN.

ABTOpCKME MpaBa — 3TO MNpaBa Ha MHTENNeKTyanbHyl0 COOCTBEHHOCTb Ha MPOM3BEAEHUS HaYKM,
nMTepaTypbl M UCKycCTBa. ABTOPCKME MNpaBa BLICTYNalOT B Ka4yecTBe rapaHTUM TOro, 4TO
WHTENNeKTyasnbHbIA/TBOPYECKUI Tpyn aBTopa He OygeT HampacHbiM, AacT eMy CchnpaBeanuBble
BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOero Tpyda, NonyYnuTb U3BECTHOCTb U MpPU3HaHKE.
HukTo 6e3 paspelleHusi aBTOpa He MOXEeT BOCMPOU3BOAMTL €ro Npou3BedeHune, pacnpocTpaHsTh,
nyo6nMyYHO JEMOHCTPUPOBATL, NPoAaBaTh, MMMNOPTMPOBATb, MycKaTb B MPOKaT, MyONNYHO MCMOSHATD,
nokasblBaTb/MCNONHATL B 3dMpe unm pasmellatb B IHTepHeTe.

Mcnonb3oBaHme «nnpaTcKoro» NporpaMmmMHOro obecrnevyeHns MoXeT NPUBECTU K MHOTUM pUcKaMm: Ot
noTepy AaHHbIX K TBOMM akkayHTaM [0 OnoKMpOBKM TBOEro YCTPOWCTBA, g€ YCTaHOBMeHa
HeneranbHasi nporpamma. He ctouT Takke 3abbiBaTb, YTO CYLLUECTBYIOT fleransHble U GecnnaTtHble
nporpamMmbl, KOTOPbIE MOXHO HalTW B CETHU.



